MapTtusaHcka 66.
6000 Oxpug
Peny6bnuka CesepHa MakenoHuja

TenedoH: +38946511000
®dakc: +38946511567
www.uist.edu.mk

Nk e o
‘%‘77 KEJ0R &

H A0 B

Bp.
Oxpug,_ 20__ rop.

Bp3 ocHoBa uneH 94 og 3akoHOT 3a BUCOKOTO obpasoBaHue (,CnyxbeH BecHUK Ha Penybnuvka
Makegonunja” 6p. 82/2018 n 197/2021) Bo Bpcka co 4neH 6 oa NpaBunHUKOT 3a 6e36egHOCT Ha
obpaboTtkaTta Ha nu4HuTe nogartoum (,Cnyx6eH BecHuk Ha Penybnuka CeeepHa MakegoHuja” op
122/20), CeHaTOoT Ha YHMBEP3UTETOT 3a MHAOPMATUYKM Hayku M TexHonorum ,CB. AnocTon
MaBne” Oxpua, Ha cegHMuaTa ogpxaHa Ha aeH 27.01.2022 poHece

NMPABUNHUK
3a 6e36egHOCT Npu 06paboTka Ha NMYHUTE NogaToun Bo YHUBEP3UTETOT 3a
MH¢opMaTUYUKN HayKu U TexHonorum ,,Ceetn Anocrton Naene” Oxpua

[. OMNWwT OQPELBN
UneH 1
Co oBOj [lpaBunHUMK ce nponuwyBaaT TEXHUYKATE W OpraHM3auuckuTe Mepku 3a
MHAOPMAaLICKMOT CUCTEM U MHGOpMaTMYKaTa CTPYKTypa npm obpaboTka Ha NMYHMTE nogaToum
BO YHMBEP3UTETOT 3a MHAPOPMATMYKN Haykn n TexHonorum ,Ceetn Anocton lNasne® Oxpua, (Bo
HaTaMOLUHNOT TEKCT: YHMBEP3UTETOT).

UneH 2
Oppenbuvte of oBoj MNMpaBunHuk ce npumeHyBsaar 3a:
— LIeNOoCHO 1 AenyMHO aBTomaTuanpaHa obpaboTtka Ha NMMYHUTE nogaToum;
— Agpyra padHa obpaboTka Ha NnMYyHUTE nogaToum LITO ce Aen oA nocTojHaTa 3bmpka Ha NUYHU
nogartoum unu ce HameHeTn aa buaart aen oa 30Mpka Ha NUYHW NO4AaTOLM.

UneH 3
3emajkn rm npegsug npupogarta, o6emMoT, KOHTEKCTOT M uenute Ha obpaboTkaTta, Kako u
pu3nuMTE CO pasnuyHa BepojaTHOCT M CEpMO3HOCTa 3a npasaTta u croboguTte Ha PU3ndkuTe
nuua, YHMBEP3UTETOT KaKO KOHTPOSIOP € AOSMKEH Aa NPUMEHN COOABETHO HUBO HA TEXHUYKU U
OpraHM3aumckm Mepku koe ke Gmuge nponopunoHanHO M Ha akTUMBHOCTUTE 3a obpaboTka Ha
NUYHUTE nogaTouu



TexHu4KknTe N opraHn3aum3auncCKnTe MepPK o ToO4Ka 1 Ha OBOj YreH ce Knacmd)mu,mpaaT
BO AB€ HUBOA:

- CTaHO4apAHO HMBO U

- BUCOKO HUMBO.

UneH 4

YHMBEP3UTETOT € OArOBOPEH 3a YCcorfnaceHocta BO OQHOC Ha HMBOTO Ha MepKM 3a
0e30edHOCT Ha obpaboTkaTta Ha NMMYHUTE nogaTouM Koe Ke ro NMPUMEHM BO COrMacHOCT CO
uneH 3 og oBoj MNMpaBnnHuKK, Npu WTO Tpeba ga obe3bean coogBeTHO HMBO Ha 6e3beqHOCT Ha
NWYHUTE NogaTouM, BKITyYyBajku 3awlTUTa 0 HEOBNAcTeHa U He3akoHcka o6paboTka Kako
1 3aliTMTaTa o4 HUBHO CryyajHO rybere, YHULLTYBaHE UK OLLTETYBaHE.

YHUBEP3UTETOT ja AEMOHCTPMpA NpUMeHaTa Ha MepkuTe cnoped 6apararta yTBpaeHu
BO CTaBOT 1 Ha OBOj YNeH BKIy4yBajKu ' MPUYMHUTE U OCHOBUTE 3a M30OPOT Ha NpuMeHaTa
Ha cTaHA4apAHOTO, OOHOCHO BMCOKOTO HMBO.

UneHn 5

3a cuTe OOKYMEHTU 3a[0MKUTENHO ke ce NpUMEeHyBaaT TEeXHWYKM U OpraHun3auucku MepKu
KnacuduumpaHm Ha cTaHgapAHO HUBO.

3a [OKYMeHTUTEe Kou coapxaT maTuyeH 6poj Ha rpafaHMHOT 3aJ0MMKUTENHO ce MpuMeHyBaaT
TEXHUYKNTE U OPraHM3auUMCKUTE MEPKM KOU ce Knacuduumpaat Ha cTaHgapAHO HUBO.

3a JOKYMEHTUTE KoM ce npeHecyBaaT MpeKy eNekTPOHCKO KOMyHMKaLMcKa Mpexa, a coapxar
nocebHW KaTeropmMm Ha NUYHU NoaaToLUM U/unm MaTudeH 6poj Ha rparaHNHOT, 3a40MMKUTENHO ce
NpUMeHyBaaT TEXHWYKM U OpraHM3auMCKM MepKM KoM ce KnacuduumpaHu Ha cTaHgapgHoO U
BMCOKO HUBO.

. TEXHNYKUN N OPTAHNBALMNCKUN MEPKA
UneH 6

YHUBEP3UTETOT BPLUM EBUAEHTUPAHE M ja YyBa LieNoKynHaTa AOKyMeHTaumja 3a copTBepCKuTe
nporpamu 3a o6paboTka Ha NMUYHWUTE NOAATOLM U CUTE HEFOBU NPOMEHW.

UneHn 7
BpaboTtennte Bo UT uUeHTapOT BO YHMBEP3UTETOT Ce AOSMPKHM [a BpLUAT ogpXyBakwe Ha
MHAOPMATUYKNOT CUCTEM BO YHMBEP3UTETOT, COrMacHO CO AOKyMeHTauumjaTa 3a TeEXHUYKUTE Y
OpraHM3aumCcKnTe MepKN.

. CTAHOAPOHO HMBO
[lokyMeHTauuja 3a TEXHUYKM U OpraHn3aumnckm Mepku Ha cTaHgapAHO HUBO

UneH 8

YHuBepanteToT Bo [onutukata 3a CMCTEMOT 3a 3aliTuTa Ha fMYHMTE nogatouu
yTBpAyBa 1 HayenaTta 3a 6e36eQHOCT 1 3alTUTa Ha NUYHUTE NOAATOLM.

Bp3 ocHoBa Ha [lonutukata 3a CMCTEMOT 3a 3awTuTaTa Ha JNWYHUTE MNOAATOLM,
YHUBEP3UTETOT JOHECYBA NOAETANHN NOMUTUKN U NPOLEAYPY BO KOM CE OMULLAHWNO TEXHUYKUTE
N OpraHM3auucKuTe MEPKM 3a OBMacTeHWUTE fvua Kov umaaT npucTtan Ao NUYHUTE nodaToumn u
[0 MHPOPMALIMCKMOT CUCTEM U MHDOPMATUYKA MHGDPACTPYKTYpa.



[okymeHTaumjaTa og CTaBoT (2) YHMBEP3UTETOT ja MEHyBa W OOMOSMHyBa tora Ke ce
HanpaBaT MNPOMEHM BO WMH(OPMALMCKMOT CUCTEM U WHPOpMaTMYKaTa WHMPACTpPyKTypa, a
HajManky egHall roguyLIHO BPLUM HEj3UHO OLleHyBare, eBanyaumja n axypupame.

TexHUYKN Mepku

UneH 9

Bo YHuBep3uteToT ce o6e3benyBaaTr crneaHMBE TEXHWYKM MEPKM 3a TajHOCT M 3awTuta npu
obpaboTkaTa Ha NNYHMTE NOAATOLM:
1. EOWHCTBEHO KOPUCHUYKO MME 3a CeKoj BpaboTeH;
2. JlosnHka KpeupaHa 3a cekoj BpaboTeH nocebHo, cocTaBeHa of KombuHaumja Ha HajManky8
(ocym) andaHymepunykn kapaktepu (o4 Ko MUHUMYM efHa rofiema GykBa) 1 cneuujanin 3Haum;
3. ABTOMaTM3npaHo ofjaByBawe Of MHPOPMATUYKMOT CUCTEM MO U3MUHYBaHh-€ Ha onpeaernex
nepuos Ha HeaKTMBHOCT (He nogonro o4 15 MUHYTK) N 3a NOBTOPHO aKTUBMPaHE Ha CUCTEMOT
enoTpebHO NOBTOPHO BHECYBAH-E HA JTO3UHKA;
4. AsTOomMaTtmampaHo Onokupawe Ha WMHMpOpMauMCKMOT cuctem Mno TpU HeycnewHn obuaum
(BHecyBaH-€ Ha MorpeLuHa No3uHKa);
5. MNocTaBeHa e xapaBepcka 1 MHcTanMpaHa codTBepcKka 3aliTUTHa MpexHa bapuepa(,firewall),
Kako n pyTep nomery MHOPMATUYKMOT CUCTEM M MHTEpHaTa KOHeKuuja wunmn Koja 6uno
apyracdbopma Ha HagBOpellHa Mpexa, Kako 3alTUTHa Mepka MpOTUB HEeOO03BOSNIEHU Wnun
3rnoHamepHu obuam 3a Bnes unm npobuBake Ha CUCTEMOT;
6./HCcTannpaHa e edekTMBHA W CUrypHa aHTUBMPYCHa W aHTUChNajBep 3awTuTa Ha
MHOPMALIMCKMOTCUCTEM, KOja MOCTOjaHO Ce axypupa 3apagu NpeBeHTMBa O HENo3HaTu u
HennaHMpaHn 3akaHNo4 HOBU BUPYCU 1 CnajBepu;
7. HcTanupaHa e epekTvBHa 1 CUrypHa aHTMCNaMm 3aLlTuTa, Koja NocTojaHo ce axypupa 3apagu
NpeBeHTMBHa 3allTUTa o4 CNamMoBU U
8. CepBepute BO YHMBEP3UTETOT Ce MPUKITYYEHW Ha €EHepreTcka Mpexa npeky ypen 3a
HenpeKknHaTo HarnojyBame.
9. ObesbenyBare Ha Beb-CTpaHULATa HA YHUBEP3UTETOT CO NMPUMEHA Ha TEXHUYKN MEPKN CO
KOM ro rapaHTMpa TOYHUOT MAEHTMTET Ha CTpaHuuaTa, Kako 1 A0BEepPIMBOCTa Ha UHpopmaumnmTe
Ha cTpaHuuaTa.

UneH 10
MpucTan 4O KOMNjyTEPOT KOj COAPXN COPTBEP 3a NpecMeTKa Ha NnaTn Ha BpaboTeHUTe CO NNYHK
nogatoun of BpaboTeHWTe MMa camo BpabOTEHOTO Nnuue KOe € OBNacTeHO COrnacHo co
MpaBUNHMKOT 3a BHaTpelHa opraHusaumja u cuctemartu3daumja Ha paboTHUTE MecTa Ha
YH1BEP3UTETOT.
O6paboTka Ha NMYHMTE NogaToum Ha BpaboTeHUTE Ce BPLUM Ha KOMMjyTepuTe BO YHUBEP3UTETOT
A0 KOW npucTtan mMmaaT camo BpaboTeHuTe nuua Kom ce OBnacTeHU CornacHo co NpaBunHuKoT
3a BHaTpelUHa opraHmsaumja n cuctematmsaumja Ha paboTHUTE MecTa Ha YHMBEP3UTETOT.
O6paboTka Ha NUYHMTE NogaTouM Ha CTpaHkMTe BO obnuraumoHWTe AOroBOpY Ce BpLUM Ha
KOMMjyTepute BO YHMBEP3MTETOT A0 KOW MpucTtan umaaT camo BpaboTeHuTe nuua kou ce
OBMacTeHn cornacHo co [MpaBuWMNHMKOT 3a BHATpellHa opraHu3auuvja u cuctematmsaumja Ha
paboTHUTE MecTa Ha YHMBEP3UTETOT.



O6paboTka Ha NMMYHUTE NOAATOLM Ha CTYAEHTUTE Ce BPLUX Ha KOMMjyTepuTe BO YHUBEP3UTETOT
A0 KOoW npucTtan mMmaaT camo BpaboTeHuTe nuua Kou ce oBnacTeHu cornacHo co [paBumHuKOT
3a BHaTpelUHa opraHusalmja u cucrtemartmsanmja Ha paboTHUTE MecTa Ha YHUBEP3UTETOT.
O6paboTka Ha NIMYHMTE NofgaTouu Ha BONOHTEPUTE Ce BPLUX Ha KOMNjyTepuTe BO YHUBEP3UTETOT
A0 KOW npuctan mMmaaT camo BpaboTeHuUTe nuua Kom ce oBnacTeHU cornacHo co NpaBunHuKoT
3a BHaTpelUHa opraHusalmja u cucrematmsaumja Ha paboTHUTEe MecTa Ha YHMBEP3UTETOT.
[okymeHTUTe KoM cogpxaT fMYHU NofaToum, Mo UCTEKOT Ha POKOT Ha YyBahe, COrfacHo Co
nponucuTe 3a apxmBCcka rpara, ce yHuwTyBaaT. [JokyMeHTUTe BO XxapTueHa hopma Kon cogpaT
MMYHX NodaTouM MO MCTEKOT Ha POKOT Ha HMBHOTO YyBakwe Ce YHULWITyBaaT Ha Lpenep BO
AOBOMHamMepa, UCTUTE NOBTOPHO Aa He BuaaTt ynoTpebnmemn n YnTnmew.

3a [OOKYMEHTUTE KOW Ce MnpeHecyBaaT MpPeKy enekTPOHCKO KOMYyHMKauuckaTa Mmpexa, a
cogpxaT nocebHM KaTeropym Ha §nWYHU nogaToum wunm MatudeH 6poj Ha rparaHuH,
3a[0/DKUTENTHO Ce NPUMEHYBaaT TEXHUYKM M OpraHn3aumcKm Mepkmn Kom ce Knacuduumpanu Ha
cTaHOap4HO U BUCOKO HUBO.

Mpuctanot Ha BpaboOTeHWTE OO0 WHTEPHET € orpaHuyeH. [JOKyMeHTUTe Kou cogpxaT NUYHU
nogatoun Ha BpaboTeHnTe BO YHMBEP3UTETOT, Kako U AOKYMEHTUTE CO NIMYHWUTE nogaToun Ha
CTpaHKUTe BO 06nMraunoHnTe OroBOpu M Ha BOMOHTEpUTECE YyBaaT BO 3akiydeHu cedpoBu U
nnakapu, BO 3aKfy4yeHn NpocTopun 1 npucTan 4o HUB MMaaTBpabOTEHUTE KoM Ce OBMacTeHN 3a
BOAEHE Ha TeKoBHWUTE paboTu cormacHo co [MpaBUNHWKOT 3a BHATpeLHa opraHu3auuja u
cucTtemartumsaumja Ha paboTHUTE MecTa Ha YHMBEP3UTETOT.

JInyHnTE NogaToum Ha CTYAEHTUTE KOW CTyaupaaTt Ha YHUBEP3UTETOT ce YyBaaT BO 3aKiyyYeHu
KaHuenapum n npuctan 4o HMB nmaat BpaboTeHnTe KOU ce OBMacTeHUN 3a BOOEHE Ha TEKOBHUTE
pabotn cornacHo co [lpaBUNMHUKOT 3a BHaTpellHa oOpraHusaumja u cucTtemaTmsauvja Ha
paboTHUTEMECTa Ha YHMBEP3NUTETOT.

BpaboTeHoTo nuue Koe rv Bpum pabotute Bo OgaenoT 3a npasBHa cnyxba Ha YHUBEP3UTETOT ro
n3BecTyBa agMMHUCTPATOPOT Ha MHAOPMATUYKMOT CUCTEM 3a BpaboTyBake UK aHraxunpame
HaKOPUCHUK CO MpaBO Ha npuctan 40 MHAPOPMATUYKMOT cucTem, 3a Aa My buae gopeneHo
KOPMCHMYKO MME N NO3WNHKA, Kako 1 3a NPecTaHoK Ha BpaboTyBaHETO UK aHraxmnpakeTo, 3a Aa
My OmaaT n3bpuLLaHn KOPUCHMUYKOTO MME U No3NHKaTa.

BpaboTeHoTo nuue koe rv Bpum padotute Bo OgaenoT 3a npasBHa cnyxba Ha YHUBEP3UTETOT ro
n3BecTtyBa afMMHUCTPATOPOT Ha WHMPOPMATUYKMOT CUCTEM W NpPU  OPYrM MNPOMEHUM BO
paboTHMOTCTATYC UNN CTaTyCOT Ha aHraxunpawe Ha OBNACTEHOTO Nuue, WTO MMa BrivjaHue Bp3
HMBOTO HaA03BOSIEHNOT NpUcTan 4o MHPOPMATUYKMOT CUCTEM.

Unen 11
YHuBEp3nTEeTOT BOAM €BMAEHUMja 3a KOPUCHULMTE KOM umaaT aBTopu3aupaH npuctan [o
AOKYMEHTUTE U MHPOPMATUYKMOT CUCTEM N MMaA BOCMOCTABEHO MOCTanku 3a naeHtudukaumja v
npoBepka Ha aBTopuanpaHnoT npuctan. OBaa eBuaeHUMja ce YyBa Hajmanky 5 (net) roguHun. Bo
eBuaeHumjaTa ce BHecyBaaT 1 HMBOaTa Ha aBTopu3upaH npucTan Ha cekoj BpaboTeH, Kako 1 ume
N Npe3nMe Ha KOPUCHWUKOT, paboTHaTa cTaHuua oA kage ce npucrtanysa 40 UHOPMATUYKMOT
cucTeMm, JaTyM M BpeMe Ha npuctanyBahe, NMMYHW NogaToum KOH Kou € npucTaneHo, BUAaoT Ha
npucTanoT cOo onepauuMmMTe Kou ce npesemeHu npu obpaboTka Ha nogaTouuTe, 3anuc 3a
aBTOpu3aumja 3a cekoe npucTarnyBawe, 3annc 3a CeKoj HeaBTOPU3WpaH npucTan v 3anuc 3a
aBTOMaTM3MpaHo oTdpnawe Ha MHPOPMaTUYKMOT cucteM. Bo eBmaeHumjata ce BHecyBaaT U
nogaTouu 3a MAeHTUUKYBare Ha MHPOPMATUYKUOT CUCTEM Of KOj Ce BPLUM HaaBopeLleH obua



3a npuctan BO onepaTuBHUTE (PYHKLUMM UNK Nu4HMTe nogatoum 6e3 noTpeBGHOTO HMBO Ha
aBTOopu3auuja.

OBue onepaLmm ce KOHTponupaart 1 of cTpaHa Ha oMLEpPOT 3a 3alTUTa Ha NIMYHUTE NnogaToum
N UCTUTE He MOXe Aa ce Aeaktmsupaat. OdumuepoT 3a 3awTnTa Ha NUYHUTE nogaToum BpLIn
nepuognyHa npoBepka Ha nogaTouuTe, Hajmanky efHall MeceyHO M U3roTByBa M3BeLUTaj 3a
n3BpLLeHaTa npoBepKa 1 3a KOHCTaTUPaHUTE HENPaBUITHOCTI.

Kora npoBepkaTa ce BpLUM BP3 OCHOBA Ha KOPUCHUYKO MMe U No3MHKa, YHUBEP3UTETOT cekorall
M npumMeHyBa Mpasunata KoOW ja rapaHTupaar HuBHaTa [OOBEPNMBOCT WU UHTErputeT npwu
npvjaByBame, AoAeNyBake N YyBake Ha UCTUTE.

JlosvHKkMTE ce MeHyBaaT No U3MWHAT BPEMEHCKU NEPUOA LWITO He € MNOAONT O TPU Meceum u ce
YyyBaaT 3alUTUTEHWN CO COOABETHM METOAM, Taka LITO He ce pa3dmpnmeu goaeka ce BanuaHu.
BpaboTteHuTe Mmaat aBTOpu3MpaH npuctan camo A0 NUYHWUTE nogatouum u MHAOPMaTUYKO-
KOMyHMKaLMcKkaTa ornpemMa KoM Ce HEeONxXOOHW 3a U3BPLUYBake Ha HMBHUTE paboTHM 3agauu.
YHUBEP3UTETOT MMa BOCMOCTEBEHO MEXaHM3MM CO KOW Ce OHEeBO3MOXyBa npuctan Ha
BpaboTeHnTe OO0 NMYHWUTE nogaTounm M MHGOPMATMYKO-KOMyHWUKaLMCKaTa onpemMa cO npasa
pasfiMyHKn of Te 3a KOU ce aBTopu3npaHu.

YHMBEP3UTETOT NMa BOCMNOCTAaBEHO MEXAHU3MM KOM OBO3MOXYBaaT jacHa uaeHTudukaumja Ha
Cekoe OBfacTeHo nuvue Koe npuctanuno Ao MHAOPMATUYKUMOT CUCTEM M MMa MOXHOCT 3a
npoBepKa Ha aBTopu3aumjaTa Ha Cekoe OBlacTeHO Nnuue.

AOMUHUCTPATOPOT Ha MHAPOPMATUYKMOT CUCTEM MOXe [da [oaenyBa, MeHyBa wnuM ga ro
oA3ema aBTOPU3MPAHMOT npuctan [0 MHAOPMATUYKO - KOMYHMKaLMCKaTa onpema camo BO
COrnacHOCT CO KpUTEPUYMUTE KOU Ce YTBPAEHW Of CTpaHa Ha YHMBEP3UTETOT.

OppenbuTte of oBaa ognyka ce npuMeHyBaaT npy aBTomaTusmpaHa u npu padHa obpaboTka Ha
NMYHUTE NoAaTOoLM LUTO Ce Aen of NocTojHaTa 30MMpKa Ha NMYHKM nogaToum Bo YHMBEP3UTETOT.

UneH 12
CepBepute KOM cogpkaT IMYHM nodaTouun, U3NYKM ce foumpaHnm U XOCTUPaHU BO
YHuBep3auTeToT Bo nocebHa npocTopuja.
[okonky e notpebeH npucrtan Ha Apyro nuue A0 npoctopujata BO KOWM Ce HaoraaT cepBepuTe,
Toraw Toa nuue Tpeba ga buge npuapyKyBaHo U HagrneaysaHo o4 nNuueTo o4 ctaB 1 Ha OBOj
YneH.
3a npoctopujata BO KOja ce HaoraaT cepBepute ce npes3emMaarT Mepku 3a 3awTtuTta of
noTeHLMjanHM 3akaHu, Kako LUTO ce: Kpaxxba, noxap, ekcnnosuu, 4ad, Boga, Bubpaumnmn, XeMuckn
BNUWjaHuWja, NpeYvkn BO CHabayBaHETO CO eNEeKTPUYHA eHEprvja n enekTpoMmarHeTHO 3pavemse.

UneH 13
YHUBEP3NTETOT OBNacTyBa ouuep 3a 3awTnta Ha NUYHUTE nogaToum Koj ke buage oaroBopeH
3a KoopAuHauumja W KOHTpOMa Ha MOCTankute W ynaTcTaBaT YTBPOHW CO TEeXHUYKUTE U
opraHm3aumckiTe Mepku 3a 6es3benyBar-e Ha TajHOCTa 1 3awWTUTaTa Ha obpaboTkaTta Ha NIMYHUTE
noaaToum.

UneH14
JlvuaTta kom ce BpaboTyBaaT WM Ce aHraxupaaTr Ha YHUBEP3UTETOT, nNpes HUMBHOTO
3anoyHyBak€e co paboTa ce 3ano3HaBaaTt Co MPONUCKTE 3a 3alUTUTa Ha NIUYHUTE NOSATOLM, KaKo
N CO JOKyMeHTaumjaTa 3a TEXHUYKUTE N OPraHn3auncKuTe MEepKu.



Jlvuata kom ce BpaboTyBaaT WNM Ce aHraxuvpaaTr Ha YHMBEP3UTETOT, MNpea HUBHOTO
3anoyHyBak€e co paboTa cBoepayHO NOTNULLYBaaT uU3jaea 3a TajHOCT M 3aliTMTa Ha obpaboTkaTta
Ha NUYHUTE NoaaToLM.

Bo nsjaBaTta 3a TajHOCT 1 3awiTUTa Ha obpaboTkaTa Ha NMYHMTE NodaToun, NMUETO u3jaByBa geka
Ke rv nounTyBa Hayenara 3a 3allTuTa Ha NUYHUTE nogaTtoum npen HUBHUOT npucTan 4O NIMYHUTE
nogartoumn, ke BpwwaT obpaboTka Ha NMYHWTE nogaTouM COrfacHoO CO AOKyMeHTauuwjata 3a
TEXHUYKUTE W OpPraHM3auuckuTe  Mepkum 3a obesbegyBawe TajHOCT M 3aWITMTA  Ha
obpaboTkaTta Ha nNUYHUTE NogaTounm BO YHMBEP3UTETOT, OCBEH ako CO 3aKOH MOWHAKy He e
ypeneHo 1 geka UCTUTE Ke ryM YyBaaTt Kako AOBEPNMBM INYHM NOLATOLM.

M3jaBaTa 3a TajHOCT 1 3awITMTa Ha obpaboTkaTa Ha NMYHWUTE NOA4ATOLUM 3aJ0SPKUTENHO Ce YyBa
BO NepcoHanHuTe gocueja Ha nuuarta Kov ce BpaboTyBaaT Unu aHraxupaar.

MsjaBaTta 3a TajHOCT 1 3awiTMTa Ha obpaboTkaTa Ha NMUYHUTE NO4ATOLM € COCTaBEH el Ha OBUe
Mpasuna.

YHMBEP3UTETOT 3a40IMPKUTENTHO BPLUM  KOHTMHYMpaHO mHOopMupare Ha BpaboTeHuTe 3a
HenocpeaHuTe 0OBPCKM M OAFOBOPHOCTM 3a 3allTUTa Ha JIMYHUTE NogaTouum.

Ynen 15
MpucTan 0O OOKYMEHTUTE BO XapTueHa dopmMa KoM coapxaT Inu4HM nogaTtoun wumaart
BpaboTeHnTe BO YHMBEP3UTETOT M APYrM OBMACTEHU NULA BO COMMACHOCT CO paboTHUTE
OOIDKHOCTU yTBpAeHM BO [MpaBUMHMKOT 3a BHaATpeELUHa opraHu3auuvja u cuctematmsaumja Ha
paboTHUTE MecTa HaYHMBEP3UTETOT.
3a npuctanyBakeTo A0 OOKYMEHTUTE 3aJOfKUTENHO Ce BOCMOCTaByBaaT MeXaHU3Mu 3a
naeHTMdurKaumja Ha OBracTeHUTE NULA U 3a KaTeropymte Ha fnuYHUTE nogartoum A0 Kou ce
npucTanyea, Kako 1 3a NpMCTanoT Ha Apyru nmua 4o JOKYMEHTUTE.
OBnacTteHuTe nuua BO YHUBEP3UTETOT 3aJ40DKUTENHO ro NpUMEHyBaaT NpaBunoTo ,4ncTo 6upo”
npy 06paboTka Ha NMMYHUTE NOL4ATOLUM COAPXKaHN BO AOKYMEHTUTE, 3a HMBHA 3allTUTa 3a Bpeme
Ha UenuoT npouec Ha obpaboTkaTa o4 NpucTan Ha HeoBnacTeHW nNuua.
KonupakeTo U yMHOXYBaH-€TO Ha AOKYMEHTW ro BpLlaT €OUHCTBEHO BpaboTeHuTe nvua BO
YHMBEP3UTETOT, COIMMACHO CO OBMacTyBawaTta YTBpAeHU BO [1paBUNMHMKOT 3a BHaTpeLlUHa
opraHusauuja n cuctemaTmsaumja Ha paboTHMTE MecTa Ha YHUBEP3UTETOT.
3a [OOKyMEHTUTE KoM U3NYKM Ce npeHecyBaaT HaaBop of paboTHWTE NpoCcTopuUM Ha
YHMBEP3UTETOT, 3a00IDKUTENHO Ce Mnpe3emaaT MEpPKM 3a HMBHA 3aWTuTa o4 HeoBnacTeH
npucTan unu pakyBake cO NIMYHUTE NOAATOLM COAPXKaHN BO AOKYMEHTUTE KOU Ce NpeHecyBaar,
Taka LUTO NNYHNTE NogaToLM COApXKaHn BO UICTUTE HEMaA Aa GuaaTt BUAMBKU U OOCTarHW 3a TPETU
nuua unuapyrn HeoBnacTeHu nuua.

YneH 16

YHuBep3uTeToT o06e3begyBa 3awTuTa Ha CcBojaTa  BHaTpellHa Mpexa npeky
OBO3MOXYyBah-€ CaMO Ha HEOMNXOAHUTE MpeXHU PyHKUUKM noTpebHu 3a obpaboTka Ha NndHUTE
nogaroum, a ocobeHo npeky:

- ynpaByBawe co Wi-Fi mpexaTta koe ondaKa topuctere Ha HajcoBpeMeHUTe MeToau Ha
kpuntupawe (Ha npumep: WPA2 nnn WPA2-PSk 1 co ynotpeba Ha komnnekcHa
NO3WHKa Koja Ha onpeaereH BpeMEeHCKN Nepuoa ce MeHyBa);



- Wi-Fi mpexaTa e oTBOpeHa 3a ynotpeba Ha nuua Kou He ce oBriacTeHu (Ha npumep
Ha[BOpeLUHW NoceTuTenu) 3aformkuTenHo aa buage oasoeHa o BHaTpeluHaTa Mpexa.
YHMBEP3NTETOT BP3 OCHOBA Ha aHanuaata Ha pU3UKOT, MOKpaj MepKUTe HaBedeHW BO
cTaBoT (1) o4 OBOj YneH, MOXe Aa NPUMEHN 1 APYr1 MEPKU CO KOU Ke ja 3ajakHe 3alutuTtaTa Ha
cBOjaTa BHaTpeLlHa Mpexa.

UneH 17

YH/BEP3MTETOT MMa CBOja BeG-cTpaHuua Tpeba aa NpuMeHnN TEXHUYKN MEPKN CO KOU
Ke ro rapaHtMpa TOYHMOT WAOEHTUTET Ha cTpaHuuarta (pharming prevention), kako u
OOBEPIMBOCTA Ha MHdOpMaUMnUTE WTO MM ncnpaka unm rm cobupa npeky Beb-cTpaHuuaTa,
1 Toa 0CcOBEHO NpeKy crneaHnTe MepKK:

- uMmnnemeHTauuja Ha kpuntorpadckmn npotokon (TLS 3ameHyBajku ro SSL) Ha cuTte BeO
CTPpaHMLUM Ha KOHTPOMOpPOT (ako Mma noBeke o4 edHa), IPUCTEjKM ja eOUHCTBEHO
HajHOBaTa Bep3uja U co NpoBepka Ha HerosaTa npasBunHa UMNIemMeHTauu;a;

- 3apgomxkuTtenHa ynotpeba Ha kpuntorpadun npotokon (TLS) 3a cute ctpaHuum oa Beb
cTpaHuuara,

- OrpaHu4vyBake Ha MOpPTUTE 3a KOMYyHMKaLMja HA OHME KOM ce CTporo notpebHu 3a
npaBuNHO QYHKUMOHMPaHE Ha MHCTanupaHuTe annukaunn. Ako Be6 cepBepoT npudaka
camo Bpckn co HTTPS npoTokon, camo P MmpexeH coobpakaj Koj Bneryea npeky noprara
443 e po3BOMEH, a cUTe APYrM NpUcTanHy NoOpTM Mopa Aa 6uaart 6noknpaHu;

- 0be3benyBare Aeka camo OBlaCcTeHU Nuua ke MoXat Aa umaaT npuctan 4o anaTkute u
agMUHUCTpaTUBHUTE MHTepdbejcu, npu WTo ocobeHo Aa ce orpaHuym ynotpebaTta aa
6uae gocrtanHa camo 40 OBNacTeHUTE nvua Co agMUHUCTPaTOPCKN NPUBUIENNIN KOU ce
4ern og TUMOT 04roBOpeH 3a MHdhopMaTrykaTa TeXHOorja u camo 3a agMUHUCTPATUBHU
AaKTMBHOCTM LUTO C€ HEOMXOAHU; U

- aKo ce opucTaT Konaynka LWTO He ce NoTpebHu of ycnyrata, KOHTposriopoT 0be3benysa
npeTxo4Ha COrmacHOCT O WMHTEPHET KOPUCHMKOT OTKaKO Ke ro M3BeCTU KOPUCHMKOT, a
npea Aa ce AenoHupa KonayeTo;

YHMBEP3UTETOT KOj MMa cBoja Beb-cTpaHuua He Tpeba ga npuvMeHyBa MNpPaKTUKUM KOWU O
3ronemMyBaaT pPU3NKOT OA4 MOXHa 3noynotpeba, HecakaHa (crnyyajHa) wnu HamepHa
HeoBracTteHa obpaboTka Ha NMYHUTE nogaTouu, a ocobeHo:

- [AaHe npeHecyBa nNuyHM nogatoum npeky URL 6e3 npumeHa Ha NpoTOKON 3a KpunTupame
(Ha npumep naeHTUUKaATOPU NN JIO3UHKN);

- KOopucTew-e Ha Hebe3bepnHu ycnyru;

- ynoTtpeba Ha cepBepu KoM xocTupaaTt 6asv Ha nogaTouun MnuM cepBepu Kako paboTHM
cTaHuum, ocobeHo He 3a npebapyBate Ha BEG-CTpaHWUM, npuctan 40 €NeKTPOHCKM
NMopakun 1 CIIMYHO;

- rnocTtaByBawe Ha 6a3nTe Ha NogaToun Ha CepBEPU KOM Ce AMPEKTHO AOCTanHW Mpeky
WHTEpPHET; 1

- cnogenyeare U ynotpeba Ha KOPUCHMYKUTE CMETKM (user accounts) nomery gse mnm
noBeKke OBNacTeHu nuua.

YneH 18



O6GBpcKkNTE U OArOBOPHOCTUTE HA CEKOE OBMAaCTEeHO fvuUe koe MMa npuctan Ao fuM4HUTe
nogaToun n 06BpCKMTE U OAFOBOPHOCTUTE HA aAMWHUCTPATOPOT Ha MHPOPMATUYKMOT CUCTEM Ce
AedvHUpaHu 1 yTepaeHu Bo MpaBunHUK 3a onpeaenyBake Ha 06BPCKUTE 1 0ArOBOPHOCTUTE Ha
aAMVHUCTPATOPOT Ha MHPOPMATUYKMOT CUCTEM U Ha OBMacTeHMTe nuua.

Unen19

Ha4nHOT Ha eBnaeHTMpae Ha CeKoj MHUMAEHT, BPEMETO Kora ce nojaBusl, KOPUCHUKOT KOj ro
npujaBuri, Ha KOro e npujaBeH M nNpe3eMeHuTe Mepku, ce ypefeHu co [lpaBunHuK 3a
npujaByBame, peakumja u caHMpawe Ha MHLUMAOEHTW.

UneH20
Co meguymmTe ce O0BO3MOXYBa uaeHTUdMKaumja 1 eBUaeHTMpatke Ha KaTeropumTe Ha NUYHK
nogatoum U UcTuTe ce YyBaaT Ha flokauuja 4o Koja npucTan uMaaT caMo OBfacTeHuTe nuua.
YHUBEP3UTETOT MMa BOCMOCTAaBEHO CUCTEM 3a €BUAEHTMPAkE Ha MeaNnyMuTe KoM ce npumaatim
ucnpakaaT CO LWUTO € OBO3MOXeHa AUPEKTHA W/UNM UHAMPEKTHa uaeHTudukaumja Ha BUOOT
HamMeaguyMoT KOj € NpMMEH, A4aTyM U BpeMe Ha npumare, ncnpakad, 6poj Ha Meguymm kou ce
NPUMEHW, BUA Ha OOKYMEHT KOj € CHUMEH Ha MeQuMyMOT, HauyMH Ha ucnpakake Ha MeguymoT U
nMe 1 NpesrMMeHa NuuUeTo OBIacTeHo 3a NPUeMOT Ha MeaNyMOoT.
lMpeHecyBak€TO HA MeanymMuTe HaaBop of paboTHUTE NPOCTOPMM Ce BPLUM CaMO CO NPETXOAHO
nMcmMeHo ogobpyBake oA CTpaHa Ha OBMACTEHOTO Nuue Ha YHUBEP3UTETOT M ce npesemMaaT
CUTEMEPKM 3a Aa ce cnpeydn HeoBnacTeHo obpaboTyBarwe Ha NoAaToLMTE CHUMEHWN Ha HUB.
MocTanknte M npoueaypute 3a ynpaByBah-€TO, YHULLTYBaAHETO, Kako U 3a GpuleHeTo unm
4YNCTEHETO Ha MeauymMoT ce onpegeneHn co [NMpaBUNMHUK 33 HAYMHOT Ha YHULLTYBake Ha
OOKYMEHTUTE, KaKo U 3a HAYMHOT Ha YHULLTYBakE, OpULLEHE U YNCTEHE HA MeaNnyMUTE.

Ynen 21
lMocTanknTe 1 npoueaypuTe 3a NpaBeHte Ha CUIYPHOCHWU KOMUU, Kako M HAYMHOT Ha vyBamece
perynupanu co lNMpaBUNHWK 3a HA4YMHOT Ha NpaBeHe Ha CUrYpPHOCHA KoMnwja, apxuBupame U
YyyBak€, Kako 1 3a NOBTOPHO Bpakake Ha 3a4yBaHMTE NNYHU NOLATOLM.

UneH 22
BpaboTteHnute nuua Bo UT CeKTOpoT Ha YHUBEP3UTETOT Ce OBMacTeHW nuua Kou ke oupat
OOrOBOPHM 3a KoopAuHauuja M KOHTpONa Ha MocTankiTe W ynatcTBaTa YTBPAEHU BO
OOKyMeHTaumjaTa 3a TEXHUYKUTE N OpraHn3auncKNTE Mepkn Ha YHUBEP3UTETOT.

UneH 23
JInyHuTe nogatoum KoM Ke ce npeHecyBaaT MpeKy €reKTPOHCKO - KOMYHMKauucka mpexa of
YHuBEp3nTeTOT A0 YNpaBaTa 3a jaBHU NpUxoau, a Kov cogpXaT U eANHCTBEH MaTtudeH 6poj Ha
BpaboTeHUTE BO YHMBEP3UTETOT, CE€ KPUNTMPaAHU, OGHOCHO 3aLUITUTEHN CO COOABETHUN MEPKM KOU
rapaHTupaaT geka nogatouuTte Hema ga GugaT YiTNnBM NpU NPEHOCOT.

UneH 24
WMHopmaTnuukmotr cucteMm U MHpOpMaTUYKaTa UMHAPACTPYKTypa Ha  YHUBEpP3UTeToT
3a[0/HKMUTENHO NoANeXaTt Ha BHaTpeLLHa 1 HagBopeLLHa KOHTpona, Co Lern Aa ce nposepu Aanv



nocTankiTe 1 ynatcteaTa coapaHu BO [IOKyMeHTauujaTa 3a TEXHUYKN U OpraHnM3anuckm MepKku
ce npuMeHyBaaT W ce BO COMMacHOCT CO MpPOnuWCUTE 3a 3alTuTa Ha NUYHUTE nogaTouM.
YHMBEP3UTETOT BPLUN HaABOPELLHA KOHTpONa Ha MHPOPMAaTUYKMOT CUCTEM U MHpopMaTUYKaTa
MHPACTPYKTypa Ha CEKOW TPY FrOAMHU, @ BHATPELLHA KOHTPOMa cekoja roanHa.

HapnBopeluHaTa koHTpona ce BpLM Npeky o6paboTka Ha AOKYMEHTM of CTpaHa Ha He3aBWUCHO
npaBHO nuue.

Bo un3BewTajoT 04 u3BpLIeHaTa KOHTpora, 3af4oSPKUTENHO MMa MUCIEHEe 3a Toa BO KONkaBa
Mepa nocTankute 1 ynaTcTBaTta coapXaHu BO JOKYMeHTauujata 3a TEXHUYKA U OpraHmM3aumckm
MEpKM ce NpuMMeHyBaaT U Ce BO COrMacHOCT CO NPOMNMUCUTE 3a 3aliTuTa Ha MYHUTE NoaaTouMm,
HaBe[eHM CeKOHCTaTUpaHUTe He4oCTaToOUM, KaKo U NPEANOXEHUTE HEONXOAHN KOPEKTUBHU UMK
[AOMNONMHUTENHM MEPKM 3a HUBHO OTCTpaHyBake. Bo n3BelwTajoT ce cogpxaHu 1 nogatoumTe u
hakTMTe BpP3 OCHOBaA Ha KOM € M3roTBEHO MUCIEHETO M Ce MNPEAIOKEHU MepkuTe 3a
OTCTpaHyBake€ Ha KOHCTaTUpaHuTe HepgocTaTouu. M3BellTajoT ce aHanusvpa Of cTpaHa Ha
oduLEepoT 3a 3aWTUTa Ha NINYHKUTE NoAaTouM U Toj AOoCTaByBa Npeasiosn A0 YHUBEP3UTETOT 3a
npesemMawe Ha MOTPEOHUTE KOPEKTUBHM WNM OOMOMHUTENHW MEpPKM 3a OTCTpaHyBare Ha
KOHCTaTUpaHWUTEe HeAOCTaTOLN.

V. BUCOKO HNBO

YneH 25

YHMBEP3UTETOT BP3 OCHOBA Ha aHanusaTa Ha pUsMKOT BOBeayBa M NpYMeHyBa AOMNONHUTENHM
Mepkn 3a 6e30edHOCT Ha nMYHMTE nodaTouy CO KoM Ke AeMOHCTpupa [OOoMofHuMTenHa
yCOrnaceHocCT Co NponucuTe 1 4obpuTe NPakTUKM 3a 3alTUTa Ha NIMYHUTE NoAaToUM.

YneH 26

YHMBEP3UTETOT 3a0MMKUTENHO BPLUN TECTUPaHe Ha MHPOPMALIMCKMOT CUCTEM NMpef HEFrOBOTO
UMMMAEMEHTUPakEe UNU NO W3BPLLUEHUTE MPOMEHM CO LEen Aa ce NPOoBepwu Aann CUCTEMOT
obe3benysa 6e36eQHOCT Ha NUYHMTE MOJATOUM COMMAcHO CO MNponMcuTe 3a 3awTuTa Ha
NNYHUTE NoaaToLMw.

TectuparneTo og ctaB (1) Ha 0BOj UneH ce BpwK Npeky obpaboTka Ha AOKYMEHTU Kou cogpxat
nMarMHapHu fiM4HM NOAaToOLMN.

UneH 27

Bo cny4aj Ha pu3nvkn NPeHOC Ha OOKYMEHTUTE KOHTPONOPOT 3a40JDKUTENHO Npe3ema MepKu
3a HMBHa 3alUTWUTa O HEOBMACTEH NPUCTan Unu pakysakwe Co NIMYHUTE NoJaTouun coapXaHu Bo
OOKYMEHTUTE KOW Ce npeHecyBaar.

V. MPEOCOHU N 3ABPLUHWM OOPEOBA
UneH 28



Ogaa lNonutnka Bneryesa Bo cuna co AeHOT Ha 06jaByBakeTO BO ,YHUBEP3UTETCKM BUNTEH" Ha
YHMBEP3UTETOT 3a MHAPOPMATMYKM Hayku u TexHonorum ,Ceetn Anocton lNaBne“Oxpua, a ke
6uae ob6jaBeH 1 Ha BebG-CcTpaHaTa Ha YHUBEP3UTETOT.

Co BneryBare BO cuna Ha oBaa l[onuTtuka npectaHyBa Aa Baxu [paBUMHUKOT 3a TEXHUYKUTE U
opraHuM3aumckn mepkum 3a obesbenyBame TajHOCT M 3awTMTa Ha obpaboTkarta Ha NUYHUTE
nogatouM Ha YHMBEP3UTETOT 3a MHMOPMATMYKM Haykm u TexHonormm ,CBeTu AnocTon
Maene“Oxpug, apx. 6p. 01-763/1 oa 28.06.2013 roguHa.

MpeTcenaten Ha YHuBep3auTeTckn CeHar

BoHp. npod. a-p AtaHac Xpu1CTOB C.p.

[octaBeHo go: Apxmea



Bp3 ocHoBa Ha 3akoHOT 3a 3awTuta Ha nuMyHuTe nogatoum (,CnyxOeH BECHWK Ha
Penybnuka CeBepHa MakegoHuja “ 6p. 42/2020) n ogpenbute og uneH 31 ctaB 4 oa NpaBunHuk
3a 6e3beqHOCT U 3awTuTa Ha nNnyHuTe nogartoum (,CnyxbeH BecHWK Ha Penybnuka CeepHa
MakegoHuja” 6p.122/20), a cornacHo OOKyMeHTaumjaTa 3a TEXHUYKM M OpraHM3aunckn Mepku
3a o00e3benyBakbe TajHOCT M 3awTuTa Ha obpaboTkata Ha nNUYHUTE nogaTtouM Ha

, Ha , 20___roguwHa ja paBam cnegHata

M3JABA
3a ob6e3benyBame TAJHOCT M 3aWITUTaA HA OOpaboTKaTa Ha NIMYHUTE nogaToumn

Jac A0oNynoTn1LaHnoT/HaTa,
pacrnopegeH/a Ha

(Mme u Mpesnme)

p860THOTO MecCTO BO corinacHo

(oppenexve/dakynTer)

MpaBunHMKOT 3a ©6e30edHOCT M 00paboTka Ha NMYHUTE MogaToun M OOKyMeHTauujata 3a
TEXHUYKN N OpraHM3aumckm Mmepku 3a obesbenyBawe TajHOCT M 3aWwTuTa Ha obpaboTkaTta Ha
NUYHUTE NoaaToun Ha ce obBp3yBam geka

(Ha3MB Ha KOHTPOJIOPOT OAHOCHO 06PaGOTYBAYOT

- Ke rMm noyuTyBaM Hayenata noBp3aHM co obOpaboTkaTa Ha JNnUYHUTE
noparToum;

- Ke rv npuMeHyBaM TEXHUYKUTE U OpraHn3aumcKkuTe MepKku 3a o6e3beayBare
TajHOCT M 3awWTUTa Ha obpaboTkaTa Ha NMUYHUTE NOAATOUM COOABETHO Ha
PU3MKOT M Ke r'M YyBaM KakKo 4OBepPSIUBU INYHUTE NOAATOLM, KAKO U MepPKUTe
3a HMBHAa 3aWTUTa;

- Ke Bpwam o6paboTka Ha NMNYHUTE NOAATOLM COrnacHo ynatcreata Joo6ueHun

O,q ’

(Ha3MB Ha KOHTPOJIOPOT O/JHOCHO 06paBoTyBayoT)

- Ha TpeTu Nuua HaaBop oA M Ha apyru

(Ha3uB Ha KOHTPOJIOPOT OZAHOCHO 06PaGOTYBAYOT)

nuua oa , Hema aa usgasam 6uno




(Ha3MB Ha KOHTPOJIOPOT OJHOCHO 06pPaGOTyBAYOT)

KakoB NoAaToK oA 30MpKUTE Ha NNYHU NOoAAaTOLM MU BUIO KakoB APYr NUYeH
noAaToK KOj MU e AocTaneH M KOj CyM ro Ao3Han Unu Ke ro Ao3Ham npu
paboTtaTa BO

(Ha3MB Ha KOHTPOJIOPOT OZAHOCHO 06PaGOTYBAYOT)

MoTtnuc,







