STUDY PROGRAM 
Faculty of Communication Networks and Security
Undergraduate FIRST CYCLE OF STUDIES
Study program: COMMUNICATION NETWORKS AND SECURITY (CNS) 4 years
Active from the academic year 2023/2024
Four-year (240 ECTS) studies
Degree: Bachelor of Science in Information Technology, Communication Networks and Security.
Acquired skills: The study program provides students with comprehensive knowledge in computer engineering, communication networks, information systems, cybersecurity, and network infrastructure. Students develop advanced practical skills in designing, implementing, administering, and securing modern communication networks and distributed systems. The program emphasizes network architecture, information security, system integration, problem-solving, analytical thinking, and the application of emerging technologies in real-world environments. Graduates gain the ability to manage complex ICT infrastructures, protect digital assets, and lead multidisciplinary technology projects, while also developing strong communication, teamwork, and professional management skills required in the rapidly evolving field of information and communication technologies.
CNS 4 years

	Serial number
	Subject code
	Subject name
	Semester
	Weekly lesson fund
	ECTS

	
	
	
	
	L
	Еx
	

	FIRST YEAR

	1. 1
	CNS11M01
	Introduction to programming
	first
	2
	4
	6

	2. 2
	CNS11M02
	Discrete mathematics
	first
	3
	2
	6

	3. .
	CNS11M03
	Computer Simulations in Physics
	first
	3
	2
	6

	4. 
	CNS11M04
	Mathematics 1
	first
	3
	2
	6

	5. 
	CNS11M05
	English for Technical Communication 1
	first
	3
	2
	6

	6. 
	CNS12M01
	Object-oriented programming
	second
	2
	2
	6

	7. 
	CNS12M02
	Mathematics 2
	second
	3
	2
	6

	8. 
	CNS12M03
	English for Technical Communication 2
	second
	3
	2
	6

	9. 
	CNS12M04
	Signals and Systems
	second
	3
	2
	6

	10. .
	CNS12Exx
	Elective course [footnoteRef:1] [1:  The subject is selected from table no. 4.2.1 - List of elective subjects proposed by the unit] 

	second
	3
	2
	6

	Total hours (lectures/exercises) and ECTS per year
	28
	24
	60



	Serial number
	Subject code
	Subject name
	Semester
	Weekly lesson fund
	ECTS

	
	
	
	
	L
	Еx
	

	SECOND YEAR

	1. 
	CNS13M01
	Script programming
	third
	3
	2
	6

	2. 
	CNS13M02
	Digital signal processing
	third
	3
	2
	6

	3. 
	CNS13M03
	Databases 1
	third
	3
	2
	6

	4. 
	CNS13M04
	Algorithms and data structures 1
	third
	3
	2
	6

	5. 
	XXX13Uxx
	Elective course 
	third
	3
	2
	6

	6. 
	CNS14M01
	Algorithms and data structures 2
	fourth
	3
	2
	6

	7. 
	CNS14M02
	Network technologies
	fourth
	3
	2
	6

	8. 
	CNS14M03
	Communication theory
	fourth
	3
	2
	6

	9. 
	CNS14Exx
	Elective course 
	fourth
	3
	2
	6

	10. 
	XXX14Uxx
	Elective course [footnoteRef:2] [2: The subject is selected from table no. 4.2.2 - University list of elective subjects] 

	fourth
	3
	2
	6

	Total hours (lectures/exercises) and ECTS per year
	30
	20
	60



	Serial number
	Subject code
	Subject name
	Semester
	Weekly lesson fund
	ECTS

	
	
	
	
	L
	Еx
	

	THIRD YEAR

	1. 
	CNS15M01
	Probability and statistics
	fifth
	3
	2
	6

	2. 
	CNS15M02
	Modeling and simulations
	fifth
	3
	2
	6

	3. 
	CNS15M03
	Optical and wired networks
	fifth
	3
	2
	6

	4. 
	CNS15Exx
	Elective course 
	fifth
	3
	2
	6

	5. 
	XXX15Uxx
	Elective course 
	fifth
	3
	2
	6

	6. 
	CNS16M01
	Wireless networks
	sixth
	3
	2
	6

	7. 
	CNS16M02
	Databases 2
	sixth
	3
	2
	6

	8. 
	CNS16M03
	Information theory
	sixth
	3
	2
	6

	9. 
	CNS16Exx
	Elective course 
	sixth
	3
	2
	6

	10. 
	XXX16Uxx
	Elective course 
	sixth
	3
	2
	6

	Total hours (lectures/exercises) and ECTS per year
	30
	20
	60



	Serial number
	Subject code
	Subject name
	Semester
	Weekly lesson fund
	ECTS
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	FOURTH YEAR

	1. 
	CNS17M01
	Distributed systems
	seventh
	3
	2
	6

	2. 
	CNS17M02
	Cryptography
	seventh
	3
	2
	6

	3. 
	CNS17M03
	Platform engineering
	seventh
	3
	2
	6

	4. 
	CNS17Exx
	Elective course 
	seventh
	3
	2
	6

	5. 
	CNS17Exx
	Elective course 
	seventh
	3
	2
	6

	6. 
	CNS18M01
	Entrepreneurship
	eighth
	3
	2
	6

	7. 
	CNS18M02
	Offensive security
	eighth
	3
	2
	6

	8. 
	CNS18M03
	Blockchain Development
	eighth
	3
	2
	6

	9. 
	CNS18Exx
	Elective course 
	eighth
	3
	2
	6

	10. 
	CNS18M04
	Diploma thesis
	eighth
	3
	2
	6

	Total hours (lectures/exercises) and ECTS per year
	30
	20
	60




Table 4.2. Elective courses of the study program
[bookmark: _heading=h.1y810tw]

	Table 4.2.1. List of elective courses proposed by the unit

	Serial number
	Code
	Subject name
	Semester
	Weekly lesson fund
	ECTS
	From which unit?

	
	
	
	
	lectures
	exercises
	
	

	1. 
	CNS12E01
	Logic circuits and digital electronics
	2
	3
	2
	6
	FCMB[footnoteRef:3] [3:  Faculty of Communication Networks Security] 


	2. 
	CNS12E02
	Multimedia data processing
	2
	3
	2
	6
	FCMB 1

	3. 
	CNS12E03
	Society and technological transformation
	2
	3
	2
	6
	FCMB 1

	4. 
	CNS14E01
	Software Engineering
	4
	3
	2
	6
	FCMB 1

	5. 
	CNS14E02
	Introduction to robotics
	4
	3
	2
	6
	FCMB 1

	6. 
	CNS14E03
	Legal aspects of cybercrime
	4
	3
	2
	6
	FCMB 1

	7. 
	CNS14E04
	Social networks
	4
	3
	2
	6
	FCMB 1

	8. 
	CNS14E05
	Political processes and governance in the 21st century
	4
	3
	2
	6
	FCMB 1

	9. 
	CNS14E06
	Graph theory
	4
	3
	2
	6
	FCMB 1

	10. 
	CNS14E07
	Web application development
	4
	3
	2
	6
	FCMB 1

	11. 
	CNS15E01
	Computer graphics
	5
	3
	2
	6
	FCMB 1

	12. 
	CNS15E02
	Data Engineering
	5
	3
	2
	6
	FCMB 1

	13. 
	CNS15E03
	Computer organization and architecture
	5
	3
	2
	6
	FCMB 1

	14. 
	CNS15E04
	Business Information Systems
	5
	3
	2
	6
	FCMB 1

	15. 
	CNS15E05
	Multimedia information systems
	5
	3
	2
	6
	FCMB 1

	16. 
	CNS15E06
	Music programming
	5
	3
	2
	6
	FCMB 1

	17. 
	CNS15E07
	Human-computer interaction
	5
	3
	2
	6
	FCMB 1

	18. 
	CNS15E08
	Linear algebra
	5
	3
	2
	6
	FCMB 1

	19. 
	CNS15E09
	Management theory
	5
	3
	2
	6
	FCMB 1

	20. 
	CNS16E01
	Internet programming
	6
	3
	2
	6
	FCMB 1

	21. 
	CNS16E02
	Operating systems
	6
	3
	2
	6
	FCMB 1

	22. 
	CNS16E03
	Information Systems Management
	6
	3
	2
	6
	FCMB 1

	23. 
	CNS16E04
	Decision-making methods
	6
	3
	2
	6
	FCMB 1

	24. 
	CNS16E05
	Data visualization
	6
	3
	2
	6
	FCMB 1

	25. 
	CNS16E06
	User interface design
	6
	3
	2
	6
	FCMB 1

	26. 
	CNS16E07
	Microprocessors
	6
	3
	2
	6
	FCMB 1

	27. 
	CNS16E08
	Programmable logic controllers
	6
	3
	2
	6
	FCMB 1

	28. 
	CNS16E09
	Stochastic processes
	6
	3
	2
	6
	FCMB 1

	29. 
	CNS16E10
	Numerical methods
	6
	3
	2
	6
	FCMB 1

	30. 
	CNS16E11
	Music and Mathematics
	6
	3
	2
	6
	FCMB 1

	31. 
	CNS17E01
	Machine learning
	7
	3
	2
	6
	FCMB 1

	32. 
	CNS17E02
	Artificial intelligence
	7
	3
	2
	6
	FCMB 1

	33. 
	CNS17E03
	Digital music
	7
	3
	2
	6
	FCMB 2

	34. 
	CNS17E04
	Digital signal and image processing
	7
	3
	2
	6
	FCMB 1

	35. 
	CNS17E05
	Multiplatform programming
	7
	3
	2
	6
	FCMB 1

	36. 
	CNS17E06
	Cloud data processing
	7
	3
	2
	6
	FCMB 1

	37. 
	CNS17E07
	Economics of ERP systems
	7
	3
	2
	6
	FCMB 1

	38. 
	CNS17E08
	Optimization methods
	7
	3
	2
	6
	FCMB 1

	39. 
	CNS17E09
	Internet of Things
	7
	3
	2
	6
	FCMB 1

	40. 
	CNS17E10
	Wireless mobile systems
	7
	3
	2
	6
	FCMB 1

	41. 
	CNS17E11
	Wireless sensor networks
	7
	3
	2
	6
	FCMB 1

	42. 
	CNS18E01
	Parallel programming
	8
	3
	2
	6
	FCMB 1

	43. 
	CNS18E02
	Data Science
	8
	3
	2
	6
	FCMB 1

	44. 
	CNS18E03
	Business intelligence and analytics
	8
	3
	2
	6
	FCMB 1

	45. 
	CNS18E04
	Digital management
	8
	3
	2
	6
	FCMB 1

	46. 
	CNS18E05
	Virtual and augmented reality
	8
	3
	2
	6
	FCMB 1

	47. 
	CNS18E06
	Deep learning
	8
	3
	2
	6
	FCMB 1

	48. 
	CNS18E07
	Natural language processing
	8
	3
	2
	6
	FCMB 1

	49. 
	CNS18E08
	English for Academic Purposes
	8
	3
	2
	6
	FCMB 1

	Total :
	294
	








	Table 4.2.2. University list of elective courses

	Serial number
	Code
	Subject name
	Semester
	Weekly lesson fund
	ECTS
	From which unit?

	
	
	
	
	lectures
	exercises
	
	

	1. 
	CSE13U01
	Economy
	3
	3
	2
	6
	FCNI[footnoteRef:4] [4:  Faculty of Computer Science and Engineering] 


	2. 
	CNS13U02
	Digital Art
	3
	3
	2
	6
	FCMB 1

	3. 
	ICS13U03
	Ethics of electronic literature
	3
	3
	2
	6
	FIKN[footnoteRef:5] [5:  Faculty of Information and Communication Sciences] 


	4. 
	ICS13U04
	Creative writing for media
	3
	3
	2
	6
	FIKN 3

	5. 
	MIR13U05
	Democracy and technology
	3
	3
	2
	6
	FPITMIR 5

	6. 
	MIR13U06
	Open data
	3
	3
	2
	6
	FPITMIR 5

	7. 
	MIR13U07
	Law in Information Technology
	3
	3
	2
	6
	FPITMIR 5

	8. 
	MIR14U01
	Business law
	4
	3
	2
	6
	FPITMIR 5

	9. 
	CNS14U02
	Art of graphic design
	4
	3
	2
	6
	FCMB 1

	10. 
	CNS14U03
	Visual arts and 3D modeling
	4
	3
	2
	6
	FCMB 1

	11. 
	CSE14U04
	Economics of electronic banking
	4
	3
	2
	6
	FCNI 2

	12. 
	CSE14U05
	Economics of business processes and transactions
	4
	3
	2
	6
	FCNI 2

	13. 
	ICS14U06
	Theory of culture
	4
	3
	2
	6
	FIKN 3

	14. 
	ICS14U07
	Literary theories in journalism
	4
	3
	2
	6
	FIKN 3

	15. 
	MIR14U08
	Diplomacy in modern times
	4
	3
	2
	6
	FPITMIR 5

	16. 
	CNS15U01
	2D and 3D techniques for concept art
	5
	3
	2
	6
	FCMB 1

	17. 
	CNS15U02
	Introduction to New Media Art
	5
	3
	2
	6
	FCMB 1

	18. 
	CSE15U03
	Economics of e-commerce
	5
	3
	2
	6
	FCNI 2

	19. 
	CSE15U04
	Economic analysis of business and financial operations
	5
	3
	2
	6
	FCNI 2

	20. 
	MIR15U05
	Legal protection of data
	5
	3
	2
	6
	FPITMIR 5

	21. 
	ICS15U06
	Animated storytelling
	5
	3
	2
	6
	FIKN 3

	22. 
	ICS15U07
	Intertextuality and hypertextuality in gaming
	5
	3
	2
	6
	FIKN 3

	23. 
	MIR15U08
	Public speaking
	5
	3
	2
	6
	FPITMIR 5

	24. 
	MIR15U09
	Elections, electoral systems and technology
	5
	3
	2
	6
	FPITMIR 5

	25. 
	CNS16U01
	Visual Arts and 3D Character Animation
	6
	3
	2
	6
	FCMB 1

	26. 
	CSE16U02
	Economics of digital marketing
	6
	3
	2
	6
	FCNI 2

	27. 
	ICS16U03
	Art and creativity
	6
	3
	2
	6
	FIKN 3

	28. 
	ICS16U04
	Creative writing
	6
	3
	2
	6
	FIKN 3

	29. 
	MIR16U05
	Negotiations and dispute resolution
	6
	3
	2
	6
	FPITMIR[footnoteRef:6] [6:  Faculty of Applied Information Technologies, Machine Intelligence and Robotics] 


	30. 
	MIR16U06
	Open government
	6
	3
	2
	6
	FPITMIR 5

	31. 
	ISVMA16U07
	English for Special Purposes
	6
	3
	2
	6
	FISWMA[footnoteRef:7] [7:  Faculty of Information Systems, Visualization, Multimedia and Animation] 


	32. 
	CNS16U08
	Video art and production
	6
	3
	2
	6
	FCMB 1

	Total :
	192
	






